Crypto 2010 — Rump Session

Ozglr Dagdelen (TU Darmstadt)
Marc Fischlin (TU Darmstadt)
Anja Lehmann (IBM Zurich)
Christian Schaffner (CWI)




Quantum-Resistant Primitives




Quantum-Resistant Primitives

. - i :“ " . ‘lljl
o }_h/

quantum-resistant
primitive/protocol




» Quantum-Resistant Primitives

.

BT i .
fo. :
' . 1 II . .

quantum-resistant
primitive/protocol

Marc Fischlin Random Oracles in a Quantum World

Crypto 2010 — Rump Session
Slide 4



» Quantum-Resistant Primitives.. . with ROs?

.

BT i .
If -
' . 1 | . .

quantum-resistant

o random oracle
primitive/protocol

Marc Fischlin Random Oracles in a Quantum World

Crypto 2010 — Rump Session
Slide 5



» Quantum-Resistant Primitives.. . with ROs?

.

= atals
ntum-resistant
qug u esista random oracle
primitive/protocol
Marc Fischlin Random Oracles in a Quantum World

Crypto 2010 — Rump Session
Slide 6



Quantum-Accessible Random Oracles

classical

later replace Random Oracle
by “strong implementation”

quantum




» Quantum-Accessible Random Oracles

classical

A

H(x)

v

\

later replace Random Oracle
by “strong implementation”

quantum

A

v

minimal requirement:
quantum-adversary may query
RO about quantum states




Quantum-Accessible Random Oracles

X \_/
< later replace Random Oracle
s by “strong implementation”

classical

quantum

requirement:
quantum-adversary may query
RO about quantum states




» Do Results Carry over?

. ) u: : ¥y .

. ) u: ’ ¥y .

Marc Fischlin
Crypto 2010 — Rump Session
Slide 10

Random Oracles in a Quantum World



» Do Results Carry over?

some do

Marc Fischlin Random Oracles in a Quantum World

Crypto 2010 — Rump Session
Slide 11



» Do Results Carry over?

R I CA

some do some don’t

R I CA

Marc Fischlin Random Oracles in a Quantum World

Crypto 2010 — Rump Session
Slide 12



What if | want to know more?

Random Oracles in a Quantum World

O.Dagdelen, M.Fischlin, A.Lehmann, C.Schaffner

eprint 2010/428
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