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Cryptographic Leakage

* Leakage-resilient encryption
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[DPO8, P09, AGV09, NS09, AARDVARKOQ9, DKLO9,
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Cryptographic Leakage
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* Leakage-resilient encryption

[DPO8, P09, AGV09, NS09, AARDVARKOQ9, DKLO9,
ADWOQ9, DGKPV10, BG10, BKKV10,...]

e Leakage-resilient signhatures
[KV09, ADWO09, FKPR10, DHLW10, BKKV10]



Modeling Signatures
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Previous Work

* Fully leakage-resilient
— One-time signature [KV09]
—Random oracles
[KV09,ADWO09,DHLW10,BKKV10]

** Leakage < L/2 or require key update
every couple sigs **



Our Results

First fully leakage-resilient signatures in

standard model

 Generic construction, efficient instantiation
based on Linear Assumption

 Bounded-Leakage Model: up to (1-o(1)) - |sk|

e Continual-Leakage Model: (1-o(1)) -|sk]|
per key update



